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Advanced 
Analytics

Advanced analytics use the most sophisticated and current mathematical techniques to more precisely price risks, 
allow for more granular segmentation of risks into classes (for underwriting), and more accurately predict loss 
development.  In addition to enhanced mathematical techniques and computing power, it draws on larger and non-
traditional data sets (see Big Data), potentially AI, and more sophisticated computer models (see Predictive 
Modelling)

Application 
Programming 
Interface

API

A programming process that is used by two different sources to communicate with each other instantly.  APIs make it 
easier for IT developers to use certain technologies in building applications. A good example is Google Maps: the 
API allows a web developer to "embed" a map and directions when developing a local retailer's website. In 
InsurTech, well-designed APIs can allow legacy insurance systems to interact with the technologies of InsurTech 
startups.   

Artificial 
Intelligence

AI

AI uses computer coded logic (rules, procedures, protocols) to replace human effort (direct labor). Application of AI 
in common life: Netflix recommending movies and content based on your viewing history; Amazon recommending 
purchases based on your prior purchases; search engine recommendations.  See also: machine learning; cognitive 
computing; and RPA

Big Data

Big data usually includes unstructured data sets with sizes beyond the ability of commonly used software tools to 
capture, curate, manage, and process quickly. In InsurTech, Big Data does not necessarily reflect the size of the 
datasets, but drawing from non-traditional (based on historic actuarial and underwriting practices) sources of data, 
e.g.: municipal building records, credit scores, social media profiles, real-time usage data (using "telematics" or 
telemetry devices), etc. to price and underwrite homeowners insurance 

Blockchain

A type of distributed digital ledger, secured by cryptography. Data in the chain is recorded sequentially and 
permanently (i.e. it is immutable) in 'blocks'. Each new block is linked to the immediately previous block with a 
cryptographic signature, forming a ‘chain'. This tamper-proof self-validation of the data means transactions are 
processed and recorded without recourse to a 3rd party certification agent. The ledger is not hosted in one location 
or managed by a single owner but is shared and accessed by anyone with the appropriate permissions. 

Blocks
Transactions in a blockchain network; the blocks are then sequentially linked in the chain. And, as the transactions 
are validated, they are compiled into the blockchain permanently. Blocks include a timestamp. They’re built in such 
a way that they cannot be changed once recorded.
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Cloud Computing

The "cloud" here refers to holding datasets or software applications on the internet rather than on a physical hard 
drive, computer server, or mainframe. Data can be stored on both physical drives and the web and be "synced" to 
create a backup or for sharing.  Familiar data/file storage/sharing applications:  Google Drive; Dropbox; Apple 
iCloud.  Familiar software:  Office 365.  Also see: SaaS

Cryptocurrency

A digital store of monetary value the primary use of which is for buying and selling goods, services, or 
property. Cryptocurrencies are cryptographically secured against counterfeit and often are not issued or controlled 
by any centralized authority. Cryptocurrencies can be referred to as tokens or coins.  The original and well-known 
cryptocurrencies include Bitcoin, Ethereum, Ripple, Litecoin

Cryptography/
Encryption

Critical to blockchain technology.  Cryptography does not mean cryptic (mysterious, sketchy); rather it implies highly 
secured information using sophisticated mathematics, codes, and ciphers.  Used to verify (validate the transaction 
and identify the owner/initiator) and secure all blocks (transactions) in a blockchain. 

Distributed 
Autonomous 
Organization

DAO
A decentralized organization where the method of governance is self-regulating (autonomous), i.e., it's not 
controlled by some form of discussion, process, or committee (or government). The organization is run through rules 
encoded as computer programs called executable distributed code contracts (EDCCs or smart contracts). 

Distributed 
Ledger 
Technology

DLT
Often used interchangeably with blockchain, the distributed ledger is central to and at the core of blockchain 
applications, but not the blockchain itself.  Distributed ledgers are a type of database that are spread across 
multiple sites, countries or institutions. Records are stored one after the other in a continuous ledger (or chain).

Genesis block The very first block in a blockchain.
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Gig Economy

Reflects the trend where temporary positions are common and organizations contract with independent workers for 
short-term engagements instead of hiring FTEs. Some predict that by 2020 40 percent of American workers could 
be independent contractors.  The InsurTech implications are that these workers tend to be (or have to be) more 
digitally connected and, like those in the sharing economy, may have new, unique insurance needs (coverages, UX, 
expectations).

Hash Rate The number of hashes that can be performed by a miner in a given period of time (usually a second).

Hash/Hashing

In blockchain technology, the result of applying an algorithmic function to data in order to convert them into a 
random string of numbers and letters.  This acts as a digital fingerprint of that data, allowing it to be locked in 
place within the allowing it to be locked in place within the blockchain. In cryptocurrency, "hashing" is the primary 
activity of "miners."

Immutability/
Immutable 
Storage

A fundamental advantage of blockchain technology.  Each stored block is linked to its previous block in the chain 
with an encrypted digital fingerprint, making it almost impossible for hackers to subsequently change blocks. The 
validated, encrypted digital fingerprint also includes a date and time stamp. Any attempt to change data will be 
apparent, because the new digital fingerprint will not match the old one. This also provides full transparency on the 
history of transactions in the chain.

Insurance on 
Demand

IoD
Applies to potential (or existing) insurance products that provide coverage whenever insured wants, wherever they 
want it (by the web, smartphone, tablet, smart-speaker (Alexa, Echo), etc.).  The technology can be used in common 
microinsurance and P2P insurance applications.

InsurTech

InsurTech refers not to traditional information technology (IT) in insurance but rather to innovative and potentially 
"disruptive" technologies in insurance and an emerging digitally sophisticated consumer base (often seeking a 
different or improved insurance experience - see UX).  InsurTech is a subset of the broader FinTech space which 
includes similar innovations and technologies across all financial services.  FinTech includes both  P&C and Life-
Health.  The cumulative investment in InsurTech companies from 2010 to 2017 was over $17bn. 
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Internet of Things IoT
Use of sensors (RFID tags, microchips, other electronics) on physical items and environments to link information to the 
web/cloud.  Can be used in insurance to assess (real time) underwriting characteristics (e.g. seatbelt use, vehicle 
speed, driving behavior, vehicle condition) or claims conditions.

Know-Your-
Customer

KYC

KYC refers to blockchain applications that provide extensive identity veridiction - beyond traditional government ID 
checks and potentially involving additional 3rd parties such as credit agencies, social media profiles, etc. KYC is 
meant to reduce fraud; the CRM/customer experience improvements are a side benefit. In cryptocurrencies, it was 
instrumental in anti-money-laundering (AML) which plagued these applications early on.

Machine Learning

Also known as Cognitive Computing, these are self-learning computer systems that attempt to mimic human thinking 
using big data (see definition), data mining, pattern recognition and natural language processing. Cognitive 
computing (machine learning) and artificial intelligence can support (or potentially replace) higher skilled functions 
such as underwriting, agents, and claims adjustment. 

Microinsurance

Historically applied to insurance for poor, under- or uninsured, remote risk pools with insufficient loss histories, loss 
frequencies or accessibility to allow for accurate or cost-effective underwriting; now applies to extremely niche 
(often miniscule individual) risks in the growing shared economy (who are often anything but poor, but often are 
unknowingly underinsured). Big Data, AI, and Blockchain technologies may allow/facilitate the pricing/underwriting 
of these niche, historically underserved classes. 

Miners/Mining

In blockchain, the process of trying to ‘solve’ the next block. Through mining, the users secure the network and verify 
computation and transactions. In cryptocurrency parlance, miners (sophisticated, costly, high powered, networked 
servers) are compensated (e.g. with Bitcoins) to validate transactions in the chain. In insurance, "mining" is often used 
analogously and interchangeably with block validation.

Node
A computer or server connected to the blockchain network. Any node that is active, possesses a copy of the 
blockchain providing "redundancy" of the chain. As a result, no single point of failure exists (see REDUNDANCY).
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Oracles

NOT the technology company. In blockchain, oracles are bridges to information outside the chain - sometimes called 
real-world data. Oracles are particularly useful for smart contracts which may benefit from real-time data outside 
the chain.  For example, imagine a cat insurance policy drawing live data from local weather towers, weather 
stations, and local radar for better underwriting or claims management. 

Parametric 
Insurance

An insurance policy that does not indemnify the pure loss, but agrees to make a payment upon the occurrence of a 
triggering event, such as a natural disaster or other catastrophic event.  While blockchain technology is NOT 
required for parametric insurance, it is often cited in blockchain literature and discussion, because the technology 
may be helpful in facilitating niche, low frequency, "microinsurance" classes of risk where insufficient loss history 
exists for traditional underwriting.

Peer to Peer 
INSURANCE

The notion of peer to peer insurance  is not new.  Historic mutuals and reciprocal exchanges, banding together risks 
with common (and sometimes unique) insurance needs and distributing excess profits back to policyholders.  Today, 
common affinity group pricing and marketing is conceptually similar.  In InsurTech, a good example is the startup 
Lemonade: targeting urban Millennials and promising to distribute "excess profits" to a charity of the insured's 
choice. 

Peer to Peer 
NETWORK

In information technology, a peer to peer network  is any nexus (combination) of computers, services, or other digital 
devices (smartphones, tablets, etc.) sharing information in real-time.  The database (or even the software) can be 
"shared" on a single mainframe computer, "in the cloud" (i.e. on the internet), or on a blockchain (in the distributed 
ledger - see DLT)

Predictive 
Modelling

Often thought of in actuarial circles, predictive modeling, allows insurers to design ever-more-sophisticated models 
that tap ever-more-detailed datasets to refine precisely how much each customer should be charged and what 
expected loss development may be. (See Advanced Analytics) 

Proof of Work PoW

In blockchain:  this is the real value that "miners" (validators) do in the chain.  By providing proof (via a highly 
encrypted signature) that a transaction is valid (i.e. meets the protocols/rules, is performed by a legitimate 
participant, and at a valid sequence (time stamp)), the PoW ensures consensus on the validity of the transaction and 
provenance of the chain. This is NOT trivial (i.e. check the box): it is performed by high-powered computers at 
great complexity and cost.

P2P
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Redundancy

A promised advantage in blockchain applications in insurance.  Since a blockchain in its simplest sense is a 
centralized database, some point to lack of redundancy (a backup) as a major obstacle or drawback.  It is not.  
Given that the blockchain is live and a copy exists at any point in time that it is accessed (see NODE), redundancy 
is guaranteed.

Robo-Advisors/
Chat-bots

Robo-advisors are computer "chat-bots" which "pop up" in an online interaction and allow for customer self-service.  
In securities investing, they provide digital financial advice based on programmed mathematical rules or algorithms. 
They are actually   licensed  financial advisers and can complete the (simpler) tasks and eliminate the need for 
physical, human financial advisers.  In insurance, chat-bots are unlikely to replace the physical agent; however, they 
can handle many of the simpler day-to-day agency tasks (online, by phone, or mobile app) and cut agency staff

Robotics Process 
Automation

RPA
The use of computer software  (not actual robots) to replicate the actions of human beings performing rote or repetitive 
tasks such as data entry. The implementation of RPA can eliminate many (usually lower level or temp) 
functions/employees.

Scalability

For a technology to succeed it must be scalable:  that is, applicable widely enough to justify the cost of investment 
and to grow seamlessly as the need grows (in terms of market size, application to related uses, etc.).  This is one of 
the cited limitations of blockchain technology.  Given the niche use-case applications of blockchain in insurance thus 
far, the scalability to larger markets, lines of business, and integration with legacy technologies remains an issue.

Sharing Economy

The sharing economy includes both providers and consumers of "shared" property and services such as Airbnb, 
Uber, Lyft, Zipcar, etc. The market is large and growing rapidly ($325bn globally by 2025 according to 
Brookings).  The relevance to insurance is high, as the providers of the shared service are not often covered by 
standard (e.g. homeowners, personal auto) policies creating the need for gap coverage or entirely new products. 
There will be opportunities in commercial insurance as well, as shared workspace (e.g. WeWork, ShareDesk, etc.) 
grows.   

Smart Contracts

A key element of blockchain technology.  Also known as a smart property, they are computer protocols that 
facilitate, verify, or enforce the negotiation or performance of a contract, or that make a contractual clause 
unnecessary.  Smart contracts offer the opportunity to drastically reduce 3rd party (esp. legal) fees and improve 
efficiency and contractual term adherence.
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Software-as-a-
Service

SaaS

As in cloud computing, software is stored, accessed, and shared via the web instead of a physical copy of the 
software residing on a computer/PC hard drive, server, or mainframe.  Office 365 offers popular MS software 
(MS Word, Excel, PowerPoint) this way on a pay per use (per year) basis instead of a larger one-time fee for 
download and installation to a PC. Duck Creek Technologies, Unirisx, and SSP are common SaaS providers in the 
insurance industry. 

Telematics

A telematics device – commonly known as a ‘black box' – records driver information such as speed patterns, 
distance traveled, braking and cornering skill, etc., so the insurance provider can adjust premium accordingly, real-
time.  Telematics devices are can now be plugged into home devices (e.g. smoke detectors, security systems, home 
electronics) for use beyond auto insurance (see IoT).  Particularly important to facilitate implementation of user-
based-insurance (See UBI). 

Usage Based 
Insurance

UBI
Also known as Pay per Use/Pay per Mile insurance, this normally applies to auto insurance but could theoretically 
be applied to other lines (see MICROINSURANCE) where telematics (see TELEMATICS) monitoring devices can be 
employed.

User Experience UX

UX encompasses all aspects of the end-user's interaction with the company, its services, and its products.  UX goes 
far beyond digital user interface (see UI) with which it is often confused.  Providing a consistent, cohesive, coherent 
(simple/easy) interaction with the customer is central to optimal UX.  That can be by phone (with a customer service 
rep or agent), online, or in person - however the customer chooses.  It applies to all parts of the value chain where 
a customer interacts with an agent or carrier: from payments to coverages to new business to claims etc.

User Interface UI

UI is everything designed into an information device with which a person may interact. This can include display 
screens, keyboards, a mouse and the appearance of a desktop. It is also the way through which a user interacts 
with an application or a website.  In the early days of computing, the UI was normally an uninviting and unintuitive 
"green screen" (often actually black).  Today's UIs are far more intuitive and user-friendly and function on multiple 
digital devices (smartphone, tablet) not just PCs or computer terminals.   
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